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Genetic information: How much to share, how much to keep private in age of Big Data
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To what extent should personal genetic information be protected?

One big concern revolves around how much information should be supplied to health insurance companies. If you carry a BRCA gene for breast and ovarian cancer, which makes it likely but not certain that you will develop cancer if you are female, you certainly don’t want this to increase the premium that you pay. And if you choose an expensive procedure, such as prophylactic mastectomy and reconstruction because you carry the gene, you want the assurance that the insurance company would cover the cost.

Taking another perspective, some people might not wish to know if they’re genetically prone to a rare disease for which there’s no effective treatment, particularly if having the gene for the disease does not necessarily mean that the person will ever develop it. Many men, for example, carry the BRCA gene, which only slightly elevates their chance of male breast cancer, but they can also pass that mutation on to their daughters. A person who may carry that gene might not want other people to know while others might want to share that information. And those who may be impacted, from insurance companies to relegates, might also want to know who carries it.

This question will come up increasingly, for our society, and for those deciding whether to give consent for genetic testing, as we move further into the age of computational biology. For instance, a recent study based at MIT and Harvard pooled numerous medical genetic data from many individuals and analyzed the data in relation to the prevalence of blood cancers (leukemias and lymphomas). The analysis revealed an association between certain genetic patterns, particularly mutations of three genes, and both categories of blood cancers. The association is so strong that blood tests can now be developed using the revealed genetic patterns to identify individuals with lymphoma and leukemia in premalignant stages. Premalignant means that a cancer has not advanced, or has not spread, enough to cause symptoms, and is so well isolated that it can be removed from the body with relatively simple treatments. In other words, premalignant disease is completely curable if you know it exists, and thus tests for the newly discovered genetic pattern constitute preventive screening.

Genetics and computational biology are evolving so quickly that it’s impossible to predict the science and medical questions that they’ll be used to research, let alone the answers that they’ll reveal, in the years to come. But what does seem to be predictable is one question that patients, human subjects, and policy makers will be asking over and over as biological science continues to develop: to what extent should genetic information be kept private?

